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Web programming 

● Web architecture. Web resource identification. Principles of web architecture. 

● HTTP protocol. 

● Creating web pages. HTML language. 

● Formatting web pages. CSS language. 

● Interaction on web pages. JavaScript language. DOM. BOM. Ajax. 

● Other concepts used on the internet: 
o Proxy, gateway, tunnel 
o Cache, cookies, sessions 
o Connecting a web server to a database 
o Web services 
o Web APIs 

 

Web Security 

● Web security – general concepts: TCP/IP model, client-server model, server-side 
languages, security context, types of web attacks. 

● Architecture of a web application. Types of attacks on a web application. 

● Attacks such as SQL injection, Cross-Origin Resource Sharing (CORS), Cross-Site 
Scripting (XSS), Cross-Site Request Forgery (CSRF). 

● Access security: Authentication, password storage and attacks, two-factor 
authentication. Session management – types of session attacks. JSON Web Token 
(JWT), Single Sign-On (SSO) – SAML 2.0, OAuth 2.0, OpenID Connect 1.0. 

● Web fraud – types of user-targeted attacks, concepts: spam, phishing, spoofing, 
social engineering, identity theft, spam detection. 

● Online advertisements – ad fraud, vulnerabilities related to ads, AdBlocker. 

● Public Key Infrastructure (PKI). HTTPS protocol – digital certificates and fake 
digital certificates (man-in-the-middle). PKI and HTTPS vulnerabilities. 

● Honeypot. Honeynet. Canary trap. 

● Legislation – cookie policy, GDPR, Digital Services Act. 
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● Web anonymity – methods to improve anonymity, Surface/Deep/Dark Web. 
Anonymous communication platforms. Tor. Online payment security. 

● Web 1.0 vs. 2.0 vs. 3.0. Blockchain technology. Sybil attack. 
 

Proiectarea algoritmilor 

● Algorithms and problems, algorithm evaluation. 

● Divide-and-conquer method: 
o Case studies: merge sort, bitonic sort, quicksort, large integer multiplication. 

● Greedy method: 
o Case studies: weighted frontier binary trees, the knapsack problem 

(continuous variant). 

● Dynamic programming method: 
o Case study: the knapsack problem (discrete variant). 

● Backtracking method: 
o Case studies: n-queens problem, subset-sum problem. 

● Branch-and-bound method: 
o Case study: Perspico. 

● Graph algorithms: 
o Topological sorting, shortest paths. 
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